FISH ET, AL 
D2402 



r 



1/2 



720 



2L 



775 



SECURE KEY 
DATABASE 



SECURE 1^ w ACCESS CONTROL 



H SECURE L, 
SERVER }j 



SERVER p H ADMINISTRATOR 
109 



RETAIL FACILITY 




roe 



770 




ZOO 



2L 



100-a 



MSO 



ACCESS 




BILLING 


CONTROLLER 




SYSTEM 



LOCATION 




200 



J 



FIG. 1 



SESSION KEY. 



3 



SESSION KEY 



2 



SESSION KEY 



1 



ACTIVATION KEY 



PHYSICAL LAYER KEY 



FIG. 3 



_i 



FISH ET, AL. 
D2402 



r 



2/2 



CONSUMER PURCHASE SET-TOP 



-300 



CONSUMER REQUESTS SYSTEM SERVICE 



y-302 




RETRIEVE ACTIVATION KEY 



i 1 

COMPLETE SECURITY MODULE ACTIVATION \ ~3U 
CONSUMER RECEIVES ACTIVATED SECURITY M0DULE~)~J/6 



USE SET-TOP TERMINAL AND SECURITY MODULE \ ~3\8 




326 



FIG. 2 



